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ABSTRACT
People Nearby is a service offered by Telegram that allows a user to
discover other Telegram users, based only on geographical proxim-
ity. Nearby users are reported with a rough estimate of their distance
from the position of the reference user, allowing Telegram to claim
location privacy. In this paper, we systematically analyze the loca-
tion privacy provided by Telegram to users of the People Nearby
service. Through an extensive measurement campaign run by spoof-
ing the user’s location all over the world, we reverse-engineer the
algorithm adopted by People Nearby to compute distances between
users. Although the service protects against precise user localiza-
tion, we demonstrate that location privacy is always lower than the
one declared by Telegram (500 meters). Specifically, we discover
that location privacy is a function of the geographical position of
the user. Indeed, the radius of the location privacy area (localiza-
tion error) spans between 400 meters (close to the equator) and
128meters (close to the poles), with a difference of up to 75% (worst
case) compared to what Telegram declares. After our responsible
disclosure, Telegram updated the FAQ associated with the service.
Finally, we provide some solutions and countermeasures that Tele-
gram can implement to improve location privacy. In general, the
reported findings highlight the significant privacy risks associated
with the use of the People Nearby service.

CCS CONCEPTS
• Security and privacy→ Software and application security;
Web application security; Software reverse engineering.
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1 INTRODUCTION
Instant messaging has become an integral part of modern com-
munication, both for personal and professional use [1],[2]. In this
context, Telegram is one of the most popular instant messaging
applications. It was founded in 2013 and is based on a centralized
Cloud-based architecture, with Cloud servers deployed worldwide
and the operational center located in Dubai, UAE [3]. According
to recent statistics, Telegram accounts for 550 million active users
monthly and the average Telegram user spends approximately 3
hours per day using the related mobile cellular app [4].

Security and privacy have been among the selling points of Tele-
gram since its first release [5]. In particular, Telegram supports the
privacy of users through several means, including, e.g., encrypted
end-to-end chats, device-specific communications, self-destructive
messages [6], and in recent years, it has even supported dedicated
cryptography contests [7]. Partly due to the perceived enhanced
users’ privacy, Telegram has been used in various controversial
situations, e.g., terrorism and far-right groups, crypto investors,
and for the exchange of illegal materials [8],[9].

As a distinctive feature, Telegram offers various social-like ser-
vices, such as channels and groups. One of such Location-Based
Services (LBSs) is People Nearby, released to the public in June
2019 [10] [11]. People Nearbycan be activated by any Telegram user,
and it allows users to discover other Telegram users without even
being in their contact list and without knowing the telephone num-
ber, but only based on geographical proximity. For each user who
opts in to participate in the service, Telegram reports the username,
a profile photo, and a rough indication of the distance of the remote
user from the current user location (see Fig. 1 in Sect. 3). Users can

https://doi.org/10.1145/3643833.3656121
https://doi.org/10.1145/3643833.3656121


WiSec ’24, May 27–30, 2024, Seoul, Republic of Korea Maurantonio Caprolu, Savio Sciancalepore, Aleksandar Grigorov, Velyan Kolev, & Gabriele Oligeri

also create location-based groups, where they can invite anyone in
their proximity and exchange messages in groups.

In recent years, the People Nearby service of Telegram has been
reported in various news related to privacy. Some hobbyists [12]
and the news media [13] discussed the threat of triangulating the
location of users based on the information displayed in the app,
which could affect the privacy of the user. To mitigate such threats,
Telegram has updated the functionality multiple times and also
released statements delegating privacy issues to the awareness of
users who explicitly accept the terms of the app [14]. However,
to the best of our knowledge, no scientific contribution systemat-
ically investigated the actual location privacy provided to users
of the People Nearby service. Moreover, no studies provide an in-
depth description of how Telegram implements mutual distance
computation.

Contribution. In this paper, we carry out a systematic study
on the privacy properties of the People Nearby service offered by
Telegram. Specifically, we provide the following main contributions.

• We design and implement a location-privacy attack to the
People Nearby service of Telegram exploiting the information
available at any client while being able to target any user
world-wide.

• We reverse-engineer the methodology used by the People
Nearby service to report remote users’ distances from a given
user location. Through an extensive real-world measurement
campaign that included 302 independent measurements, we
demonstrate that Telegram trades distance accuracy for lo-
cation privacy, making precise user localization impossible.

• We show that the actual location privacy of People Nearby
is always less than 500 meters—this one being declared by
the service, and this depends on the location of the target
user. In particular, while the radius of the uncertainty area at
lower latitudes is about 400 meters, the radius of the uncer-
tainty area for users at higher latitudes decreases to about
128 meters—being 25% of the declared value.

• We discuss potential solutions and countermeasures that
Telegram can implement either to improve users’ location
privacy or to make the information displayed to the user
consistent with the provided location privacy.

Paper organization. The paper is organized as follows. Sect. 2
reviews related work, Sect. 3 introduces the service People Nearby
of Telegram, Sect. 5 describes the methodology used to gather the
data, Sect. 6 describes our measurement campaign, Sect. 7 shows
how the service People Nearby works, Sect. 8 analyzes the actual
degree of location privacy offered to users of People Nearby, Sect. 9
discusses responsible disclosure and ethical aspects of our research,
and finally, Sect. 10 draws the conclusion.

2 RELATEDWORK
Many free instant messaging applications are available on the mar-
ket that allow people to communicate with each other through text,
voice, and media. Telegram is an open source application with high
security features [15] [16], which makes it perfect for scenarios af-
fected by censorship [17, 18] and, unfortunately, for the distribution
of illicit content [19, 20].

Telegram has received a lot of attention from the security re-
search community in recent years, especially due to its declared
focus on security and privacy. For instance, Ludant et al. [21] iden-
tified privacy leaks in Telegram that, combined with the usage of a
5G sniffer, would allow for traffic analysis and stealthy generation
of fake traffic to a target user, based only on the availability of
the mobile cellular number; Albrecht et al. [5] studied the usage
of symmetric cryptography in the end-to-end encryption proto-
col adopted by Telegram, i.e., MTProto; similarly, Lee et al. [22]
provided a security analysis of the end-to-end encryption protocol
adopted by Telegram; Nobari et al. [23] carried out an analysis of
the messages and the connections of the accounts; Varizipour et
al.[24] analyzed the attitude towards privacy of Iranian users of
Telegram; Anglano et al. [25] devised a forensic analysis based on
the generation of artifacts and their retention in the device storage;
Abu-Salma et al. [6] disclosed several design issues of Telegram
that impact security, including an unclear description of security
features such as the use of encrypted chats; and Barsocchi et al. [26]
showed an example of an architecture for LBSs compliant with the
European GDPR, using Telegram as an example to implement such
a service. Hartle et al. [11] spoofed the position of a smartphone
in a warfare scenario (Ukraine), thus allowing the Russian and
Ukrainian military forces to reach them using the People Nearby
Telegram service.

Location privacy has been an increasingly important topic of
research due to the proliferation of LBSs and the ubiquitous nature
of mobile devices. The ongoing challenge is to balance the utility of
LBSs with the preservation of individual privacy, especially in the
face of evolving technologies and use cases. In the context of instant
messaging applications and services, Li et al. [27] used trace-based
analysis to study how real-world users share privacy-sensitive lo-
cation information. They found that user privacy concerns are
correlated with age, sex, mobility, and geographic regions. Privacy
threats associated with geosocial networks are discussed by Vi-
cente et al. [28], investigating aspects such as location, absence,
co-location, and identity. Wei et al. [29] introduce a privacy attack
in which the adversary uses historical movements and friendship
information to estimate the user’s trajectory. The authors also pro-
posed a solution that allows a user to upload fake locations to
protect his privacy. Furthermore, Huaxin et al. [30] recently in-
troduced a privacy attack that combines different mobile social
networks, able to predict demographic attributes of users.

To the best of our knowledge, the only scientific contribution
investigating location privacy issues in proximity-based LBSs is
the one by Ding et al. [31]. The authors investigated location pri-
vacy issues that affect a service similar to People Nearby offered by
WeChat and discovered that users could be localized with meter-
level accuracy by using simple trilateration from any location in the
world. Due to the location obfuscation implemented by Telegram
(specifically, the usage of squared grids and the noisy transition
boundaries among grids), trilateration approaches cannot precisely
locate users of Telegram People Nearby (see Sect. 6). Furthermore,
compared to the contribution by Ding et al., we reverse-engineered
the People Nearby service of Telegram, and we show that the loca-
tion privacy claims made by Telegram are not consistent with the
actual location privacy provided by the user. Finally, we argue that
Telegram is much more widely distributed worldwide thanWeChat,
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Figure 1: People Nearby service provides a rough approxima-
tion of the distance between the users in the neighborhood.

contributing to magnifying the potential impact of our research. It
should also be noted that although research has already discussed
weaknesses and privacy issues related to proximity-based LBSs, the
current level of location privacy offered by such services is still
very limited, if any.

To the best of our knowledge, no scientific contributions have
provided an in-depth analysis of the privacy associated with the
service People Nearby offered by Telegram.

3 PEOPLE NEARBY SERVICE
People Nearby is a service offered by Telegram that provides the
user with a list of other nearby Telegram users while reporting their
(rough) distance, as shown in Fig. 1. Furthermore, People Nearby
also lists location-based groups, i.e., groups associated with a par-
ticular geographical location that are visible only to nearby users.
Note that location-based groups are different from Telegram super-
groups, e.g., the ones discussed in [8], which instead are not tied to
any location. Telegram provides open-source Application Program
Interfaces (APIs) to allow third-party developers to create custom
client applications. In this manuscript, we use the Telegram Data-
base Library (TDLib) library1, which is a cross-platform Telegram
client to build custom apps inside the Telegram platform. Specifi-
cally, we consider the searchChatsNearby API call, which returns a
list of users and location-based groups nearby. The function takes
the latitude and longitude of the user as input and returns a list
containing users and groups located at different classes of distance.
The returned list contains up to 100 users, while the list of groups
has at most 9 entries. Each entry (being a user or a group) has an
associated distance class among the following ones: 100 m, 500 m,
1, 000 m, 2, 000 m, 3, 000 m, 4, 000 m, 5, 000 m, 6, 000 m, 7, 000 m,
8, 000 m, 9, 000 m, 10, 000 m, 11, 000 m, and 12, 000 m. The lists
are then sorted by distance from the input location. Note that the
returned distance class does not allow immediate accurate local-
ization of the nearby user, and this work focuses on analyzing the
location privacy provided by the service. The information contained
in the lists obtained by using the searchChatsNearby function can
be used to generate further queries about specific users and groups.
For this work, we investigate location privacy taking into account

1https://core.telegram.org/tdlib

the distance classes of 500 meters and 1, 000 meters. For the sake
of completeness, we highlight that distances of 100 meters are re-
ported within the service only for users in the user’s contact list,
whereas higher distances, i.e., higher than or equal to 2, 000 meters,
are not considered in this work.

Finally, note that our analysis was also restricted by a set of
limitations related to the usage of TDLib and the maximum query
rate allowed by the People Nearby service. Specifically, People Nearby
sets a maximum daily number of queries per user equal to 1, 000,
meaning that a user cannot execute more than 1, 000 queries per
day.When such a limit is exceeded, People Nearby gives a temporary
ban to the user, i.e., it cannot query the system for the next 24 hours.
Also, a sudden change in the queried locations among very short
consecutive time instants leads to a temporary ban. We empirically
set a threshold of 90 km/h for the maximum speed tolerated by
People Nearby, i.e., if the change in the queried location among
consecutive time instants leads to a speed estimation exceeding
such a threshold, the People Nearby service bans the user. Due
to the nature of these (discovered) constraints, we believe that
such countermeasures have been enforced by Telegram to mitigate
denial-of-service (DoS) attacks and not to protect users’ location
privacy.

4 ADVERSARY MODEL AND ASSUMPTIONS
In this section, we outline a privacy attack targeting Telegram users
enabled by the methodology detailed in Section 5. The main ob-
jective of the attacker is to geolocalize, as precisely as possible, a
user of the People Nearby service. Looking at the interactions with
the People Nearby service, the adversary has the same capabilities
as any other legitimate Telegram user. The attacker interacts ex-
clusively with the People Nearby service through standard queries
offered in the TDLib library. Consequently, the attacker is subject
to any restrictions or limitations imposed by Telegram on any user,
e.g., the maximum number of queries allowed over time. In sum-
mary, the attack is performed as follows. Initially, the adversary
selects a target from the group of users who use the People Nearby
service. Subsequently, the adversary queries Telegram from various
geographical positions to discover coordinates where the distance
reported to the target changes. Finally, the attacker estimates the
position of the target, as shown in sections 5 and 6. We stress that
the attacker is not in the target’s contact list. Consequently, even
though Telegram reduces the reported distance to 100 meters for
mutual contacts, the adversary cannot exploit this knowledge. In
the following, we list other general assumptions we considered in
our investigation. People Nearby is designed for static users, with
the aim of connecting people in close proximity for potential chats
and friendships. It is unsuitable for users in motion, as the service
may malfunction or even result in a ban if kept active while moving,
especially at high speed. For small and slowmovements (compatible
with people moving within a closed environment, such as an office
or a house), the behavior of the app is the same as for static users
(for example, sitting on a desk), since the granularity of the user’s
position considered by Telegram is relatively high and does not
change for such small distances. For this reason, in our experiments,
we consider static targets.
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Figure 2: Data acquisition model: B repeatedly changes his
trajectory when he experiences a change in the reported
distance class to A, as shown by the People Nearby service.

5 METHODOLOGY
In the following, we provide an in-depth analysis of the location
privacy provided by the Telegram People Nearby service. To carry
out such an analysis, we systematically collected data on distance
changes (transitions) reported by Telegram for specific accounts
under our control.

Definition 5.1. We define a transition (𝑡𝑥 ), with 𝑥 ∈ [0, . . . ,∞],
as a change in the distance reported by the Telegram People Nearby
service from a remote user, as the result of a movement of the local
or remote user.

For our analysis, we consider the data acquisition model in Fig. 2,
with two users, A (static) and B (moving), acting as the target and
the finder, respectively. Specifically, we investigate the transitions
between 500 meters and 1, 000 meters (and back) generated by B
moving around A. The finder (B) wants to disclose A’s position,
while A wants to keep her position secret or, worst case, with the
same uncertainty level claimed by the People Nearby service. In our
data collection model, B walks different trajectories, repeatedly
moving closer and farther from A. In particular, B changes his
trajectory (and direction) when he experiences a change in the
distance between himself and A as reported by the People Nearby
service, independently of the transition being 1, 000 to 500 or the
opposite. Through this strategy, we collect a set of geographical
coordinates, i.e., those where we experience a change in the distance
between A (static) and B (moving).

Figure 3 reports the results of an exemplary real measurement.
The red cross at the center [0, 0] of the figure indicates the posi-
tion of the target: all the geographical coordinates used in the real
experiment are converted into the reference system of the target.
Recalling the data collection model in Fig. 2, we performed 476
queries, collecting 38 transitions. Note that not all the queries ac-
tually collect useful transitions, since we need multiple steps to
collect each single transition. The red arrows identify the transi-
tions between 500 and 1, 000meters, while the green arrows denote
the transitions between 1, 000 and 500 meters. The direction of the
arrows is meaningful and shows the actual trajectory of the finder.
Finally, we highlight the importance of collecting the transitions in
the whole surrounding of the target—this will become clear in the
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Figure 3: Collection of transitions: red arrows are related to
transitions between 500 and 1, 000 meters while green arrows
report the transitions between 1, 000 and 500 meters. The tips
and the tails of the arrows refer to the (two) locations—before
and after—the transition is detected.

following sections. After discovering a transition, we compute the
subsequent trajectory by setting a random direction. However, not
all trajectories might go in a useful direction; thus, we empirically
defined a threshold to reset the algorithmwhen the finder moves far
away from the target. Without loss of generality, in the following,
we only consider the transitions between 500 and 1, 000 meters
(and back), i.e., both the green and red arrows in Fig. 3. The results
of Fig. 3 highlight the existence of a rectangular shape identified
by the transitions, while an in-depth analysis of the transition dis-
tribution will be provided later. We denote by T = [𝑡𝑜 , . . . , 𝑡𝑁 ]
the set of identified transitions. We approximate their positions
by considering the rectangular shape identified by the coordinates
[𝑥𝑚, 𝑥𝑀 , 𝑦𝑚, 𝑦𝑀 ], as per Eq. 1.

𝑥𝑚 = min
𝑥

(T )

𝑥𝑀 = max
𝑥

(T )

𝑦𝑚 = min
𝑦

(T )

𝑦𝑀 = max
𝑦

(T ) (1)

We show the results of our analysis in Fig. 4. As in the previous
case (Fig. 3), we consider all coordinates in the reference system
of the target position, i.e., the red cross in the center ([0, 0]), while
we report the edges of the rectangular shape, identified according
to Eq. 1, with the black circles and the centroid associated with
the computed edges with the red circle. Note that the centroid is
the best approximation of the target position so far—assuming the
position of the target is unknown to the finder.

5.1 Data Collection
To implement the data acquisition model depicted in Fig. 2, we
used a Samsung S10 smartphone impersonating A, and a DELL
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Figure 4:Modelling the transitions’ distributionwith a square
shape: the red cross represents the position of the target, the
black circles indicate the corners of the transitions’ bound-
aries, and finally, the red circle shows the position of the
centroid, being the best estimation of the target position as-
suming the target location is unknown to the finder.

XPS 15 laptop impersonating B. The smartphone runs Android
12 and Telegram v9.6.6 (3362), while the laptop runs Ubuntu 22.04
and a home-made script to query Telegram People Nearby through
the TDLib APIs. First, we place A in a particular geographical
position by spoofing the GPS of the smartphone using the app Fake
GPS Location Professional2. In this way, the People Nearby service
uses such a fake location as the one of A. Then, we designed and
implemented an algorithm to emulate the movement of B around
A, with the aim of collecting as many transitions points as possible.
The algorithm iterates the following steps: (i) choosing a position
forB, (ii) querying Telegram People Nearby from that position using
the TDLib API (specifically, the function searchChatsNearby), and
(iii) retrieving A’s distance from the returned list of B’s nearby
users. According to the position of B, the algorithm starts at a
random position close to A, where the distance from A is 500 m—
consequently, B is within A’s transitions shape. Then, to choose
the next position, it applies the following steps:

(1) Choose the direction. Starting from its current position,
the algorithm finds a direction where it can move inside
the shape while approaching its boundary. This is done by
picking a random direction and checking if, after the jump,
the new position remains inside the shape, i.e., the distance
reported from A in People Nearby remains 500 m. The size
of the jump is carefully selected not to violate the limitations
in Sect. 3, to avoid our user being banned. When a suitable
direction is found, the algorithm moves on to the next phase.

(2) Probing around the shape. The algorithm keeps jumping
away from the starting point in the direction found in the
previous phase. The current phase stops once the distance

2https://play.google.com/store/apps/details?id=com.just4funtools.fakegpslocationp
rofessional&hl=en_US

reported by A changes from 500 meters to 1, 000 meters, i.e.,
B falls outside of the shape. Then, the next phase starts from
the last identified point (the one outside the shape) and the
direction that leads to it.

(3) Finding the boundary. In this phase, the algorithm esti-
mates the position of the shape border (boundary) with a
predetermined accuracy (in meters). Starting from the tran-
sition point identified in the previous phase, the algorithm
jumps back and forth over the boundary, halving the jump
distance every time to approximate the transition boundary
with the desired accuracy. In all our experiments, we set such
accuracy to 10 meters, to trade-off between the accuracy and
the number of queries necessary to find it.

6 MEASUREMENT CAMPAIGN
We performed a total of 302 measurements, placing a target in
random positions around the world, involving the collection of a
total of 8, 955 transitions. In the following, we collectively analyze
all such measurements to draw conclusions about the distribution
of the transition boundaries around the target location, to finally
obtain the target localization error in terms of amplitude and phase.

We applied the same analysis as done for Fig. 4, obtaining Fig. 5.
All target positions (302) are placed at [0, 0], and as in the previous
analysis, we report the edges that approximate the position of the
transitions with black circles. At the same time, we compute the
red circles as the centroids (mean) of the corners of the squares.
Figure 5 shows how the service People Nearby works to report the
distance of the current user. For each target position, Telegram
displaces the transitions in a pseudo-random fashion, although
they are aligned in a square shape. The shape of the transitions’
boundaries depends on the latitude of the target (see Sec. 8). In the
following, without loss of generality, we consider only the case of
square shapes. The pseudo-random offset between the square shape
and the target prevents precise (meter-level) localization even when
collecting many transitions in the surroundings of the target. The
location privacy of the target is also shown by the distribution of the
centroids (red circles), which are evenly distributed in the target’s
surroundings. Our subsequent analysis focuses on the distribution
of the offset between the target and the transition boundaries.

We now overlap all the centroids at [0, 0], as depicted in Fig. 6.
Our analysis shows that the People Nearby service maps the location
of the users at a pseudo-random position identified by the clouds
of the red crosses—we claim the position is pseudo-random since
different queries for the same account at different times at the same
location return the same transitions. Moreover, note that the tran-
sition boundaries (squares) do not have the same size. In particular,
we observe a larger deviation on the x-axis (longitude) than on the
y-axis (latitude). A manual inspection of the measurements shows
that the error might be due to the combination of multiple factors:
(i) the random trajectory of our script might not have captured the
most “external" transitions as the one depicted in Fig. 3 and Fig. 4,
(ii) there was an out of sync between the moving spoofed position
and the response to the telegram API request, or simply, an incom-
plete measurement is taken. Given the previous considerations, we
identified a set of measurements that are immune to all identified

https://play.google.com/store/apps/details?id=com.just4funtools.fakegpslocationprofessional&hl=en_US
https://play.google.com/store/apps/details?id=com.just4funtools.fakegpslocationprofessional&hl=en_US
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Figure 5: Measurements analysis: the black circles identify
the corners of the boundaries of the transition, i.e., the transi-
tions between the distances of 500 and 1, 000, meters (in both
the ways), red circles show the centroids, while all the targets
are overlapping at [0, 0].
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Figure 6: Measurements analysis: We overlap the centroids
at the position [0, 0] and the associated squares (transitions
between 1, 000 and 500 meters), while the red crosses show
the actual position of the targets.

issues, and we continued our analysis. Indeed, we focus on the dis-
tribution of a subset of the targets’ position in Fig. 6 with respect to
the edges (squares). For each pair of coordinates of the target (𝑥,𝑦),
we consider the distance between the edges and the coordinates of
the target, in terms of 𝑥 and 𝑦, respectively. Figure 7 shows the em-
pirical cumulative distribution function 𝐹 (𝑑𝑥 ) associated with 𝑑𝑥 ,
i.e., the distance between the right edge of the square and the com-
ponent 𝑥 of the target coordinate, while black dots show confidence
bounds at 0.05. 𝑑𝑥 spans between about 513 meters (𝐹 (𝑑𝑥 ) = 0)
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Figure 7: Target position analysis. The cumulative distribu-
tion function 𝐹 (𝑑𝑥 ) is calculated on the x component of the
targets. The dashed green line shows the associated uniform
distribution.
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Figure 8: Target position analysis. The cumulative distribu-
tion function 𝐹 (𝑑𝑦) is calculated on the component y of the
targets. The dashed green line shows the associated uniform
distribution.

and about 1003 meters (𝐹 (𝑑𝑥 ) = 1). We obtained similar values,
i.e., about 521 and 1010 meters, considering the left edge of the
square. Finally, the dashed green line shows the best fit considering
a uniform distributionU[𝑎,𝑏 ] , where 𝑎 and 𝑏 are the minimum and
maximum of the 𝑥 coordinates, respectively. We performed the
same analysis on the 𝑦 coordinate, as depicted in Fig. 8. Although
there are some outliers, our analysis reveals that the distribution of
the 𝑦 coordinates is also uniform, with bounds of about [476, 1200].
Our analysis shows that, given a randomly deployed target, a finder
can successfully collect a set of transitions, which in turn provide
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Figure 9: Target localization error in terms of amplitude (a)
and phase (b): the relative target position (respect to the
transitions’ boundaries) is uniformly distributed.

an upper bound on the likelihood of its position. We can compute
the uncertainty limits of the location according to Fig. 7 and Fig. 8,
being equal to a square of approximately ≈ 513 × 476 meters. In
addition, we experimentally proved that the position of the target is
uniformly distributed inside that area, given the knowledge of the
transitions. The approximated position of the target is investigated
in more detail in the remainder of this paper, and we will show that
it can be much smaller than the one shown by Telegram, i.e., 500
meters.

Finally, we consider the analysis of the amplitude and phase
associated with the estimation error of the target location. Recalling
Fig. 6, we want to estimate the distance between the centroids (best
target position estimation) and the actual target locations. To this
aim, we consider the set of phasors identified by the pairs centroid-
target and, for each of them, we compute the amplitude and phase.
Figure 9 shows the results of our analysis. We confirm that the
phase (Fig. 9(b)) is uniform in the range [−𝜋, 𝜋], as also obtained
indirectly through our previous analysis. The amplitude can be
estimated according to Eq. 2, where 𝜌 is the phasor amplitude,
while 𝑥 and 𝑦 are uniformly distributed random variables (as per
our previous findings).

𝜌 =

√︃
𝑥2 + 𝑦2 (2)

Red dots in Fig. 9(a) show the empirical cumulative distribution
function associated with the amplitude of the phasor. We also re-
ported the confidence intervals (0.05) using the black dots consistent
with our previous analysis. The dashed green line depicts Eq. 2 be-
ing a good fit for our empirical results. We observe that the location
privacy of the target user can be arbitrarily reduced at the cost of
precision. As an example, the position of the user can be estimated
in a range of about 200 meters with a probability of 0.5. We stress
that this analysis is cumulative with respect to all measurements.
In the following, we will show that the target estimation error is a
function of the target latitude. Therefore, if the adversary is aware
of a rough estimation of the target position—as it is reasonable to
assume—he can do much better to locate him.

7 REVERSE ENGINEERING PEOPLE NEARBY
In this section, we reverse engineer how People Nearby works and
provide an in-depth analysis of how it achieves location privacy.
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Figure 10: Transition boundaries (dashed black lines) and
uncertainty regions (solid red lines) associated with 2 targets
(measurements).

We first define the notion of uncertainty region, i.e., the regions
where users’ exact location is hidden, and we show that neigh-
boring uncertainty regions perfectly follow each other while not
overlapping.

First, we recall Fig. 6 and consider the boundaries identified by
the distribution of the targets (red crosses). In fact, Fig. 6 shows that
neighbor targets (red crosses) share the same geographical distri-
bution of the transitions (boundaries identified by the dashed black
lines). As discussed in Sect. 6, any target belonging to the cloud
represented by the red crosses cannot be uniquely identified, since
Telegram generates the same transition boundaries (dashed black
lines). Therefore, we compute the boundaries of the uncertainty
region from all the collected measurements. Figure 10 shows the
boundaries associated with both the transitions and the uncertainty
regions considering two measurements. All coordinates have been
normalized with respect to the position of the target of one of the
two measurements. We stress that the black-dashed lines represent
the actual boundaries of 2 measurements, while the red lines are the
boundaries computed from all the measurements and expressed as
their relative distance to the transition boundaries. The toy example
of Fig. 10 highlights how the two targets belong to different uncer-
tainty regions, and these regions are adjacent, i.e., non-overlapping
on the map. We follow up our analysis by systematically deploying
the target on neighbor positions, thus obtaining Fig. 11. We consid-
ered a total of 16 measurements (target deployments depicted in
Fig. 11 through red crosses). As considered before, for each mea-
surement (target deployment), we report the transition boundaries
(black dashed lines) and the uncertainty regions (solid red lines).
We observe that the partitioning of the map has a strong symmetry
for the transition boundaries and uncertainty regions. In fact, we
believe that the (minor) vertical overlap of the uncertainty regions
is due to the errors in the measurements and the limited number
of collected measurements. We believe that location privacy is im-
plemented through a tessellation of the playground: the map is
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Figure 11: Transition boundaries (dashed black lines) and
uncertainty regions (solid red lines) associatedwith 16 targets
(measurements).

divided into adjacent non-overlapping uncertainty regions, and the
service returns the associated transition boundaries. Finally, our
analysis shows that the transition boundary region has a size of
about 1, 500 × 1, 600 meters, while the uncertainty region is about
500 × 500 meters. It is worth noting that the actual uncertainty re-
gion is about one-ninth ( 19 ) of the region identified by the transition
boundaries. We stress that these findings are consistent with our
previous analysis in Fig. 5 and Fig. 6.

8 LOCATION PRIVACY ANALYSIS
Our final analysis focuses on the actual location privacy provided
by the People Nearby service. In the following, we compare the
upper bound provided by Telegram (recall Sect. 3) with the one
that a malicious user can compute by leveraging the Telegram APIs.
Indeed, our previous analysis (recall Sect. 7) shows that it is possi-
ble to estimate the uncertainty region associated with the user’s
position; thus, in the following, we compute the upper bound of the
localization error. Assuming an uncertainty region of size 𝑙 meters
and the target user in the center of such region, the maximum local-
ization error (upper bound) can be calculated as D = 𝑙

2
√
2 meters.

As an example, we recall Fig. 10 and 11. Approximating the square
size with 𝑙 ≈ 500 meters, we have D ≈ 354 meters.

In the following analysis, we consider a set of (target) locations
at different latitudes, as shown in Table 1. It is worth mentioning
that the calculation of D for each target location requires multiple
measurements. Figure 12 shows our methodology for the estimation
of the upper bound D as a function of the uncertainty region
size 𝑙 . We deployed the same target at different adjacent positions,
located 100 meters from each other (as depicted by the red crosses
in Fig. 12). Depending on the size of 𝑙 , multiple measurements may
be required to experience a change of the transition boundaries
(dashed line) and, therefore, of the uncertainty region (solid red
line). When the transition boundary shifts, we consider the size
of the shift as the size of the uncertainty region 𝑙 , thus D can be

Table 1: Locations considered for the estimation of the upper
bound D associated with the localization error.

City Country Latitude Longitude

Kourou French Guiana 5.154237 -52.648526
Coban Guatemala 15.46463 -90.403683
Doha Qatar 25.26174 51.359269
Lakatamya Cyprus 35.11438 33.296804
Carcassonne France 43.21324 2.344961
Winnipeg Canada 50.00542 -97.16734
Malmo Sweden 55.555275 13.015577
Helsinki Finland 60.239339 24.922424
Bodo Norway 67.277398 14.374172
Utqiagvik Alaska 71.300602 -156.754113
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Figure 12: Methodology to compute the upper bound D asso-
ciated with the localization error. We estimated the size of
the uncertainty region 𝑙 , and subsequently, we computed D.

computed accordingly. In the (real) example of Fig. 12, 𝑙 turns out to
be about 400 meters, while D ≈ 282 meters. Finally, we stress that
experiencing 2 shifts may not be enough because of the granularity
of the movements of the target, and we also verified the consistency
of our estimate of D over multiple shifts, e.g., 4 shifts in Fig. 12.

We applied the same methodology to different cities at different
latitudes around the world, as reported in Table 1. Figure 13 shows
the maximum localization error D as a function of the latitude
considering the cities in Table 1. Note that the upper bound on the
localization error D is significantly affected by the target latitude;
indeed, it spans between approximately 400 meters at low latitudes
(close to the Equator) and about 128 meters at higher altitudes
(close to the North Pole). It is worth noting that such distances are
about 25% and 75% smaller than what is declared by Telegram, i.e.,
500 meters independently of the position of the target, shown by
the red dashed line in Fig. 13 (recall Sect. 3). We observe that such
a value (500 meters) is not experienced in any of the considered
locations, while being 100 meters more than the largest distance
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Figure 13: Maximum localization error of the target as a
function of its latitude.

experienced, i.e., Kourou (French Guiana), with D ≈ 400 meters.
We believe that the upper bound associated with the localization
error depends on the latitude due to the tiling process performed
by the Telegram algorithm (as described in Fig. 11). Our intuition is
that the edges of the tiles are linked to the meridians, thus implying
tiles with smaller areas when the latitude increases, i.e., closer to
the poles. Although our analysis did not consider locations in the
southern hemisphere, note that the position of the target could
become arbitrarily small when moving north, thus significantly af-
fecting user location privacy, since the uncertainty region is indeed
much smaller than the one reported to the user by Telegram.

8.1 Shapes of transition boundaries
In this section, we provide an in-depth analysis of the shapes as-
sociated with the transition boundaries as a function of the target
location. Figure 14 shows two examples of transition boundaries
collected during our measurement campaign. The square shape,
i.e., Fig. 14(a), has been previously discussed. Furthermore, as a
function of the target position, we encountered a different shape,
i.e., a cross like the one in Fig. 14(b). We observe that the two shapes
have similar dimensions, i.e., 1, 500 × 1, 800 meters, while for both
cases the analysis of the uncertainty region is consistent with the
findings reported in Sect. 7. According to our experimental data,
spanning over three months of measurements, the shape of the
transition boundaries for a particular area is fixed over time.

In the subsequent analysis, we considered all measurements
collected around the world and manually analyzed them to judge if
the shape reassembles either a square or a cross. Figure 14 shows
the results of our analysis, where we draw a blue square or a red
cross at the same position of the target as a function of the shape
associated with the transition boundary. Our findings show that the
shape of the transition boundary is a function of latitude. Indeed, the
world map appears split into stripes, where crosses interleave with
squares. On the one hand, we stress that the shape does not affect
our previous analysis (Sect. 8). Indeed, the size of the uncertainty

-1500
-1200

-900
-600

-300 0 300 600 900
1200

1500

Distance [meters]

-1500

-1200

-900

-600

-300

0

300

600

900

1200

1500

D
is

ta
nc

e 
[m

et
er

s]

(a)

-1500
-1200

-900
-600

-300 0 300 600 900
1200

1500

Distance [meters]

-1500

-1200

-900

-600

-300

0

300

600

900

1200

1500

D
is

ta
nc

e 
[m

et
er

s]

(b)

Figure 14: Shapes of the transition boundaries: Our measure-
ment campaign exposes two different shapes for the uncer-
tainty regions, i.e., a square (a) and a cross shape (b).
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Figure 15: Shape of the transitions boundary: Square and
cross patterns as a function of the target’s location.

region is the same, independently of the transition boundary shape
being a square or a cross. On the other hand, we acknowledge that
we cannot provide a full justification for the phenomenon.

9 IMPACT AND RESPONSIBLE DISCLOSURE
Impact of our findings. Our analysis shows that users who ac-
tivate People Nearby experience a location privacy much smaller
than the one declared by Telegram, i.e., from 25% (best case) to 75%
(worst case) smaller according to the user’s latitude.

We recall from Section 2 that Telegram is used a lot worldwide for
illegal or controversial activities. On the one hand, legal authorities
may exploit the mentioned lack of privacy to identify the actual
areas where such activities performed via Telegram are carried
out, improving their chance to associate Telegram accounts with
people (e.g., using the rough location and profile photo of the user).
On the other hand, criminals can also exploit such vulnerabilities,
threatening people not only online, but in real life. Therefore, People
Nearby can cause privacy significantly impacting the lives of users.
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Solutions and countermeasures.We propose solutions and
countermeasures to make users fully aware of the location pri-
vacy provided by People Nearby, meet the privacy level declared by
Telegram, or make the presented attack harder (or even impossible).

Update the location privacy. A solution involves displaying the
actual location uncertainty as the distance reported for each account
in the People Nearby service, rather than 500 meters (currently
displayed). In this way, users can immediately identify what is the
current degree of location privacy, and possibly realize that such
location uncertainty changes with the current latitude value, as
found in our analysis. Another solution consists of displaying, for
each user nearby, the smallest location privacy value worldwide,
i.e., approximately 128 meters, rather than the 500 meters currently
displayed. This is a worst-case approach, declaring to the user the
lower bound of location privacy that can be guaranteed worldwide.

Increase location privacy. This countermeasure would require a
significant modification of the People Nearby service and would
consist of adopting tiles with areas as a function of the current
latitude, i.e., larger tiles at higher latitude values, to effectively
provide an uncertainty region of 500 meters to any user, regardless
of their current location. Such a modification could require a large
system update of the People Nearby service, but would contribute
to guaranteeing the extent of location privacy promised to users.

Change API policies. The attack described in this paper relies
on one client, i.e., the finder, moving around another user, i.e., the
target, in a relatively short time frame. To mitigate this threat, we
propose restricting service usage to the first geographic location
declared by the user in a given time. The API could be configured
to answer users’ requests within a limited area, e.g., 100 square
meters while dropping requests from more distant locations. This
modification allows legitimate users to move within a limited area
while using the service. The allowed area can be updated after a
relatively short time, for example, every 10 minutes, to allow users
to move consistently with the intended use of the service. On the
contrary, quickly transitioning between positions 500 meters apart,
as our algorithm does, would become unfeasible. Implementing
this countermeasure is simpler than the previous one, because it
primarily involves request filtering. The service’s fundamental logic
remains intact, while the attack vector is effectively neutralized. In
addition, this countermeasure will not affect legitimate clients, as
the service is not intended for users on the move.

Responsible disclosure. Transparency and ethics are of para-
mount importance to the authors. As such, before disclosing to
the public our findings, we practiced the principle of responsible
disclosure to ensure the safety and integrity of the affected parties.
When identifying the lack of privacy associated with People Nearby
as discussed in this research, we reached out to Telegram. This was
done to provide them with a comprehensive understanding of the
issue and the time to take the necessary corrective measures or
implement preventive strategies. The purpose was to minimize the
possible harm or misuse of the information presented in our study.

After a few weeks, Telegram acknowledged our methodology by
highlighting that “the coordinates of all points are always rounded...
It is approximately 556 meters in length and width (or 787 meters
diagonally) when close to the equator, which is equal to the 400-meter
radius result from your research”. Moreover, they also pointed out
that “we’ll shortly update the FAQ with the relevant information

that latitude has a minor effect on these distances.” Note that the
decision to make our findings public was driven by the commitment
to advance knowledge in the field and to ensure that the general
community is informed. We firmly believe that transparency, when
combined with responsibility, can drive positive change, fostering
a safer and more secure digital environment.

10 CONCLUSION
We have conducted a systematic analysis of the privacy of users
of the People Nearby service featured by Telegram. We reverse-
engineered the algorithm used by People Nearby to display rough
distances between users, and experimentally showed that the actual
location privacy is always less than the reported one of 500 meters.
Moreover, location privacy also decreases while increasing the
geographical latitude of users. In particular, while the radius of the
uncertainty area declared by Telegram is 500 meters, our analysis
shows that such a radius spans between 400 meters and 128 meters
when the user location is close to the equator and the north pole,
respectively. It should be noted that the actual uncertainty region is
characterized by a radius that is approximately 25% and 75% smaller
than that declared by Telegram as a function of the user’s location.
We believe that the lack of location privacy generates significant
risks for the involved users. Such concerns might motivate users to
opt out of using LBSs while calling for further efforts by Telegram
to protect users’ privacy.
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