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ABSTRACT
Current commercial and research solutions for drones’ detection do
not make any assumption on the scenario deployment, as well as
the unique mobility pattern associated with the drone’s trajectory.
Indeed, drones’ trajectory is different from the one of peoplemoving
at the ground level, being independent of roads layout and obstacles
on their path: drones fly directly towards their target, minimizing
the travel time and the possibility of being detected.

Grounding on this intuition, we propose CADD, a solution en-
abling drone detection via context-related information. CADD lever-
ages a sensing infrastructure to locate and track all the devices in
the area to be protected, and it distinguishes the trajectory of a
drone as an anomaly with respect to a ground-truth of allowed
trajectories—the ones generated by the devices at the ground level,
belonging to vehicles and users within them. We evaluated the
performance of CADD over a real dataset of moving vehicles (taxi)
in both urban and rural scenarios, resulting in an overall accuracy
of 0.91 and 0.84, for the rural and the urban scenario, respectively.

The performances of CADD confirm the effectiveness of our
solution and show its promising potential for context-related drone
detection.

CCS CONCEPTS
• Security andprivacy→Mobile andwireless security;Domain-
specific security and privacy architectures; • Networks → Cyber-
physical networks.
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1 INTRODUCTION
In the last decade, Unmanned Aerial Vehicles (UAVs), as known as
drones, have gained increasing popularity both in the Industry and
Academia [9, 16]. Indeed, thanks to their mobility and enhanced
flexibility, drones are increasingly used in a large variety of ap-
plication domains, including transportation and delivery systems,
health, telecommunications services, agriculture, surveillance, and
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military domains, to name a few [5, 23]. Such an increasing trend
is confirmed by recent market studies, indicating that the global
commercial drone market is projected to reach the size of around
58.4 billion U.S. dollars in 2026, growing at a compound annual
growth rate of over 16 % between 2021 and 2026 [33].

Although enabling rapid and flexible service development, drones
can also be used by malicious actors to disrupt critical operations
and jeopardize people safety [3, 12, 35, 37]. News about incidents
involving drones are even more frequent in the media, and Critical
Infrastructures (CIs) such as airports, oil and gas production plants,
as well as crowded mass events, are the preferred targets for dis-
rupting drone-based attacks [6, 11, 26]. The aforementioned inci-
dents call for efficient drones detection solutions, able to detect in
advance the drones’ presence in protected areas, thus mitigating
threats coming from the aerial domain.

At the time of this writing, several research-oriented and industry-
based solutions for drone detection are available, and also commer-
cialized on the market (see Section 8 for a comprehensive overview).
Such solutions rely on several features andmetrics to perform drone
detection, e.g., including radar, visual, audio, RF emanations, and
traffic-based strategies. Also, several projects on drone detection
have been funded by the European Union within the H2020 pro-
gram, such as SafeShore [27] and Aladdin [2], to name a few.

However, such solutions typically have limitations due to the
specific context where they are deployed. For instance, visual-based
detection methods are limited by the range and resolution of the
camera, audio-based techniques do not work in busy contexts (e.g.,
cities), and RF-based strategies can be severely affected by packet
losses and interference phenomena. In addition, none of the above-
cited techniques takes into account the features of the underly-
ing scenario and the unique mobility properties of the drones—all
features and functionalities that make them the preferred tool of
attackers. Indeed, while moving towards a target, drone’s trajectory
can be considered almost independent of roads’ layout, buildings,
and obstacles on the path, thus drastically reducing the time to
approach the target, while maximizing the damage. Our intuition
is that, leveraging such a unique mobility pattern, it could be pos-
sible to come up with a context-aware drone detection solution,
which compares the mobility pattern of users (vehicles, pedestrians,
bikers) with the one of drones to detect them.

Although such an intuitionmight appear straightforward, drones
detection using only context-related information presents many
challenges: (i) first, any location information broadcasted by trans-
mitting entities cannot be trusted, thus requiring the deployment of
a reliable and robust wireless localization strategy; (ii) second, sev-
eral additional digital sources might use the WiFi communication
technology to emit wireless messages, including mobile phones
used by pedestrians and cars drivers, thus requiring the deployment
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of a solution able to discriminate each source based on context-
related information; and, finally, (iii) the layout of the roads and
buildings might affect the accuracy of the localization algorithm
and the capability to discriminate drones, thus requiring specific
fine-tuning of the detection strategy.

Contribution. In this paper, we make the first step towards a
Context-Aware Drone Detection (CADD) strategy. Our solution,
namely CADD, can discriminate a drone flying over a No-Fly
Zone (NFZ) from other moving entities in the area (vehicles, pedes-
trians, bikers), based on trajectory patterns extracted from GPS lo-
cations, independently of the speed and the height of flight. CADD
leverages a distributed sensing infrastructure to compute the posi-
tion of the emitting entity—via the Recursive Least Square (RLS)
algorithm–and perform the tracking of the mobile target. Moreover,
CADD can be deployed at no cost when drones broadcast radio
messages, in line with the recent RemoteID regulation promulgated
by the FAA [13]. We extensively tested the performance of CADD
via simulations performed on a real dataset, both in an urban and
in a rural scenario. Our results show that CADD can detect an
unauthorized drone with outstanding accuracy, i.e., 0.91 and 0.84
in a rural and in an urban scenario, respectively. At the same time,
to avoid detection, the drone should follow a path that matches
the layout of roads and buildings in the playground, then becom-
ing easily detectable through additional available techniques (e.g.,
visual).

Roadmap. The rest of the paper is organized as follows. Sec-
tion 2 discusses the drone’s detection problem introducing the main
concepts adopted throughout this paper, Section 3 introduces the
scenario and the adversary model considered in our work, while
Section 4 provides a quick overview of our solution. Section 5 details
on the adopted techniques to compute the location and tracking
of the drone, Section 6 presents the performance associated with
CADD, while Section 7 highlights various features and limitations
of our solution. Section 8 summarizes the most important related
work, and finally, Section 9 tightens conclusions and draws future
research activities.

2 PROBLEM STATEMENT
We tackle the problem of detecting the presence of a drone fly-
ing over a No-Fly Zone. We consider the following architectural
elements:

• No-Fly-Zone (NFZ). This is the area we want to protect
from the drone flight. We assume the No-Fly Zone cannot be
physically isolated, since people should freely move inside
and across of it. A typical example is an event involving VIPs
in a crowded and open area.

• Drone. We assume an UAV featuring a radio transducer,
thus transmitting radio messages during its flight, in line
with the recent RemoteID regulation promulgated by the
FAA [13],[36]. This might be the case of a radio-controlled
drone, i.e., a Remotely Piloted Aircraft System (RPAS), re-
quiring to communicate with the controller or a First-Person
View (FPV) system. In the case of autonomous aerial vehicles
(non-RPAS), we can assume that the drone features a camera,
thus transmitting the associated video stream to the user.

• Sensors network. The No-Fly Zone is monitored by a net-
work of 𝑁 interconnected sensors {𝑛0, . . . , 𝑛𝑖 , . . . , 𝑛𝑁−1},
which have the capability of eavesdropping on the radio
packets of all the devices in the (No-Fly Zone) area. Note
that this is not a limiting assumption, as the vast majority
of NFZs already use sensors to detect invasions of their pri-
vate areas. At the same time, we highlight that capturing
such wireless signals only requires a probe, listening to the
wireless channel, being relatively cheap and easy to deploy.

• Data Processing Server. It is a central server unit, inter-
connected with the sensor network, used to collect the data
generated by each sensor and to process them, to detect the
presence of any anomaly (drone) in the No-Fly Zone.

Without loss of generality, we assume that all the entities in-
volved in the playground use the WiFi communication system to
deliver wireless messages. On the one hand, we remark that such
an assumption is in line with the actual drones deployments, as the
RemoteID regulation is already imposing drones to deliver wire-
less messages using the WiFi technology. On the other hand, we
highlight that this assumption makes the drone detection task even
more difficult, due to the likely presence of many other devices shar-
ing and using the same communication technology. Nevertheless,
if the drone resorts to an ad-hoc communication system character-
ized by a special frequency and modulation, we only require the
sensing infrastructure to monitor the radio spectrum, including
the frequencies adopted by the drone. Indeed, our solution only
requires estimating the Received Signal Strength (RSS) at specific
locations (sensing nodes), without considering the content of the
messages, which might also be encrypted.

For each device in the area, the sensor network will: (i) estimate
the RSS associated with the signals coming from the device; (ii)
perform a rough localization of the device; and (iii) evaluate if the
device trajectory represents an anomaly compared to a previously
generated ground-truth. Our intuition is that drones’ trajectories are
significantly different from any other users’ category (pedestrians,
cyclists, and drivers), thus making the drone trajectory unique
when compared to all the possible trajectories previously collected
in the No-Fly Zone. For instance, a drone usually flights directly
to the target or it hovers around it, (almost) independently of the
objects and man-made constructions at the ground. In turn, the
aforementioned elements represent an obstacle for the usersmoving
at the ground—thus being forced to go through different trajectories,
as depicted in the toy representation of Figure 1.

Adversary Model. We assume an adversary E, being able to
radio-control a drone, and interested to fly the drone over a NFZ in
order to reach a target. The aims of E could be manifold, e.g., crash
the drone into a target, threatening people safety, or violating a
restricted area, to take photos or audio/video recordings of the area
itself. Moreover, we do not take any specific assumptions on how
E controls the drone: it can be either through a Remote Controller
connected wirelessly to the drone, or via the Internet (if the drone is
equipped with a SIM card) or pre-programmed (if the drone is fully
autonomous). Conversely, our key assumption is that the drone
features a radio transducer and it keeps broadcasting radio mes-
sages for the whole flight. Modern drones generate radio traffic for
several purposes, including the delivery of video-streaming through



Figure 1: Context-aware drone detection: the trajectory per-
formed by the drone can be easily detected as an anomaly
respect to the set of allowed trajectories (ground truth) in
the Non-Fly-Zone (NFZ).

the FPV channel [18], of telemetry data to the controllers via the
MAVLink protocol [14] or the broadcast of periodic identification
data [13].

Evasion techniques. A smart adversary might flight the drone
according to a not-suspicious trajectory, i.e., a trajectory typical
of another entity such as either a street (vehicle) or a cycle path
(cyclist). Although we recognize this limitation, we highlight that
the deployment of our solution significantly reduces the possible
attack trajectories, exposing the drone even further. Indeed, to be
undetectable (to our solution), the drone might fly all over just a
limited amount of paths, that might be under strict human control,
thus being even more exposed and easier to detect. More details
will be provided in Section 7.

3 SCENARIO AND ASSUMPTIONS
The reference playground considered throughout this paper refers
to the dataset provided by [17], including the GPS coordinates of
a total number of 441 taxi vehicles running in the city of Porto,
Portugal, as depicted in Figure 2. It is worth noting that, although
taxis might not transmit their own signals, their drivers are likely
to have mobile phones inside the vehicles, emitting WiFi beacons,
and thus, using the same communication channels used by drones
to communicate. Moreover, the roads travelled by taxi drivers are
the same travelled by the owners of private cars. Therefore, on
the one hand, the adopted dataset is representative of any vehicle
movement in the analyzed area. On the other hand, telling apart
messages emitted by vehicles and drones is not straightforward.

In particular, we refer to two sub-areas within the original map
(red rectangles in Figure 2), characterized by different densities
of GPS coordinates, thus considering a different number of roads
in the scenario. We denote the densest area as the urban scenario,
while the other (less dense) area is referred to as the rural scenario.

Figure 3 shows the considered rural area (bottom right red rec-
tangle in Figure 2), comprising of 4, 135GPS coordinates and an area

Figure 2: Dataset from [17]: GPS coordinates of taxi vehicles
in the city of Porto (Portugal). Red rectangles refer to the
two sub-scenario considered in this paper, i.e., urban and ru-
ral areas.
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Figure 3: Rural area. It includes 4, 135 GPS coordinates over
an area of 50 𝑘𝑚2.

of 50 𝑘𝑚2. Figure 4 refers to the urban area (down-town, top left
red rectangle in Fig 2), comprising of 31, 556, 754 GPS coordinates
and an area of 50 𝑘𝑚2 (same as the rural one).

Without loss of generality, in this contribution, we do not con-
sider pedestrians and cyclists, which might be considered for future
works. Indeed, this work represents a preliminary attempt in the
direction of detecting drones by measuring how their trajectories
differ from the ones of users and their associated devices (context-
aware detection). We assume any area (potential No-Fly Zone) as
characterized by a set of trajectories that are travelled day-in-day-
out by the users, thus generating a ground-truth for the allowed
trajectories, i.e., the set of grey dots in Figure 3 and Figure 4. A



Figure 4: Urban area. It includes 31, 556, 754 GPS coordinates
over an area of 50 𝑘𝑚2.

drone flying through the No-Fly Zone is likely to have either a
straight path to reach its target or a trajectory suitable to recon the
area. Such behaviour is an anomaly compared to the previously
generated ground truth.

Finally, for the sake of enhanced readability, Table 1 reports the
main notation used throughout the rest of the paper, along with a
short description.

4 OUR SOLUTION IN A NUTSHELL
In this section, we briefly introduce CADD, our proposed solution
to detect drones based on context-related information.

Definition 1. We defineMoving Target (D) a moving object in the
No-Fly Zone.D can be either a vehicle or a drone, while our goal is
to correctly identify it as a function of its behaviour (trajectory). ■

Our solution combines an offline phase, which aims at generating
the ground-truth knowledge, with an online phase, where the actual
detection of the drone is performed through the conceived solution.

• Offline Phase. This phase is optional and should be exe-
cuted offline, before the deployment of the detection system,
with the assumption that the No-Fly Zone is in a clear state,
i.e., with no drones flying around. This phase aims to collect
a dataset of GPS positions that reflects the road layout of
the No-Fly Zone. Such coordinates can be collected either
on purpose by driving around all the possible paths of the
No-Fly Zone and logging the coordinates, or by resorting to
already existing datasets (as we are doing in this work).

• Online Phase. During the online phase, each sensor in the
sensor network estimates the distance to D and provides
this information to a central server. In turn, the server es-
timates the location of D from the received distances (via
multi-lateration) and it tracks D’s movements in the No-Fly
Zone. Finally, our algorithm compares D’s trajectory with
the ground-truth generated during the off-line phase, and it

provides the likelihood that the mobile object is actually a
drone (true positive) or a vehicle (true negative).

In the following, we provide the details of the Online Phase,
since we assume our ground-truth to be constituted by the GPS
coordinates provided by [17]. We simulate the presence of either a
vehicle (taxi) or a drone (random trajectory in the playground) and
we run our detection algorithm to infer the identity of the moving
target.

5 MOBILE TARGET LOCALIZATION AND
TRACKING

As mentioned before, drone’s detection requires preliminary lo-
calization and tracking of the mobile target (D). Without loss of
generality, we assume the localization process requires a sensing
network able to receive periodic messages (beacons) transmitted by
D. As will be more clear in the following, our localization solution
only requires the deployment of several sensors throughout the
NFZ, and the logging of the RSS of any received signal, emerging
as a lightweight, low-cost, and easy-to-deploy strategy.

We consider𝑁 = 500 sensors deployed in the area, i.e., 50 sensors
per squared kilometre. Moreover, we consider the log-distance path
loss model, as modelled by the authors in [30], to simulate the
received signal strength at the receiver side, as depicted by Eq. 1.

𝑃𝑟𝑥 (𝑑𝑖 ) [𝑑𝐵𝑚] = 𝑃𝑡𝑥 − 𝑃𝐿 (𝑑0) − 10 · 𝛼 log10

(
𝑑𝑖

𝑑0

)
− 𝜒 (𝜎), (1)

where𝑑𝑖 is the distance (unknown) between the sensor𝑛𝑖 andD,
𝑃𝑡𝑥 is the transmission power ofD, 𝑃𝐿 (𝑑0 = 1) = 0 𝑑𝐵𝑚 is the path
loss at the reference distance 𝑑0 = 1, 𝛼 = 3.5 is the path loss expo-
nent, and finally, 𝜒 (𝜎) is a log-normal random variable with mean
0 and standard deviation 𝜎 = 3. All the previous parameters have
been chosen according to the considered scenarios, i.e., urban and
rural environments [25]. Finally, we consider a receiving threshold
of 𝛾𝑟𝑥 = −80 dBm and a transmitting power 𝑃𝑡𝑥 of 20 dBm, com-
pliant with the WiFi standard. We highlight that the configuration
of all the previous parameters does not affect the effectiveness of
our solution, but they might reduce the performance—although we
already considered worst-case conditions (𝛼 = 3.5 and 𝜎 = 3) for
the previously introduced scenarios.

We define as path loss 𝑃𝐿(𝑑𝑖 ) = 𝑃𝑡𝑥 − 𝑃𝑟𝑥 (𝑑𝑖 ) − 𝑃𝐿 (𝑑0) the
signal attenuation experienced by node𝑛𝑖 when receiving awireless
message transmitted by a source located at distance𝑑𝑖 fromD. Each
sensor 𝑛𝑖 can now estimate the distance 𝑑𝑖 to D by resorting to
Eq. 2.

𝑑𝑖 = 𝑑0 · 10
𝑃𝐿 (𝑑𝑖 )
10𝛼 . (2)

As previously mentioned, we assume that not all the sensors
in the sensor network can receive the transmitted signals, due
to the limited transmission range of the wireless communication
technology. Therefore, we assumed that a signal can be received
by sensor 𝑛𝑖 at distance 𝑑𝑖 if and only if the received signal power
is higher (or equal) than the sensitivity, i.e., 𝑃𝑟𝑥 (𝑑𝑖 ) ≥ 𝛾𝑟𝑥 dBm.

Different localization techniques can be adopted to obtain an
estimation of D’s position starting from the distances 𝑑𝑖 . Without
loss of generality, in this paper, we consider the RLS algorithm,
although many others are available from the literature [10].



Table 1: Notation summary.

Notation Description
𝜖 Adversary.
D Moving target.
𝑁 Sensors deployed in the area.

𝑃𝑟𝑥 (𝑑𝑖 ) Received signal strength at the receiver 𝑖 at a distance 𝑑𝑖 from the source.
𝑃𝑡𝑥 Transmission power of the mobile target.

𝑃𝐿(𝑑𝑖 ) Path loss (signal attenuation) experienced by the sensor 𝑖 at a distance 𝑑𝑖 from the emitting source.
𝑃𝐿 (𝑑0) Path loss at the reference distance 𝑑0 = 1.

𝛼 Path loss exponent.
𝜒 (𝜎) Log-normal random variable with mean 0 and standard deviation 𝜎 .
𝛾𝑟𝑥 Sensitivity (receiving threshold) of the receiver.
𝑑𝑖 Estimated distance of the sensor 𝑖 from the emitting source (D).

(𝑥,𝑦) Approximated position of D from the RLS algorithm.
𝜖 (𝑑𝑖, 𝑗 ) Cumulative error of the RLS location estimation algorithm.
𝑑𝑖 Distance between the current estimated position of D and the sensor 𝑛𝑖 .
𝑈0 Initial position of D in the RLS algorithm.
𝑈𝑘 Estimated position of D at round 𝑘 by the RLS algorithm.
𝐸𝑘 Estimated distance error associated with D at step 𝑘 in the RLS algorithm.
𝐽 Jacobian matrix associated with 𝑑𝑖 − 𝑑𝑖 .

𝑑[ (𝑡) Distance between the position of the D at time 𝑡 and the centroid of the closest [ available GPS coordinates.
𝑃 (𝑑[ (𝑡) < 𝑥) Probability that the distance between the location of the drone at time 𝑡 and the centroid of the closest [ available

GPS coordinates is less than 𝑥 .

RLS is an iterative algorithm that searches for the (approximated)
position (𝑥,𝑦) of D, which minimizes the cumulative error 𝜖 (𝑑𝑖 ),
defined as in Eq. 3.

𝜖 (𝑑𝑖 ) =
𝑁−1∑
𝑖=0

(
𝑑𝑖 − 𝑑𝑖

)2
, (3)

where 𝑑𝑖 is the distance between the current estimated position
of D, i.e., [𝑥,𝑦], and the sensor 𝑛𝑖 . The RLS algorithm starts from
an initial position𝑈0 ≡ [𝑥 (0), 𝑦 (0)] and then, for each round 𝑘 , it
follows the steps depicted by Eq. 4.

𝑈𝑘 = [𝑥 (𝑘), 𝑦 (𝑘)]

𝐸𝑘 = −(𝐽𝑇𝑖 𝐽−1𝑖 ) 𝐽𝑇
(
𝑑𝑖 − 𝑑𝑖

) ����
𝑈𝑘

𝑈𝑘+1 = 𝑈𝑘 + 𝐸𝑘 , (4)

where 𝐽𝑖 is the Jacobian matrix associated with 𝑑𝑖 − 𝑑𝑖 and
(◦)𝑇 refers to the transpose matrix. The algorithm stops when
the step size ∥𝐸𝑘 ∥ is less than a pre-defined threshold, and we
assume [𝑥 (𝑘), 𝑦 (𝑘)] as the position of D.

As a toy example, we consider the drone trajectory (solid green
line) in Figure 5, flying all over the previously introduced rural
area (recall Figure 3). Red circles represent a random deployment
of sensors, while bold red circles are the ones able to receive the
messages from the drone (𝑃𝑟𝑥 ≥ 𝛾𝑟𝑥𝑑𝐵𝑚). At each round, the RLS
algorithm estimates the position of the drone by combining the esti-
mated distances 𝑑𝑖 and it generates a pair of estimated coordinates
[𝑥 (𝑡), 𝑦 (𝑡)], (represented as blue dots in Figure 5 and the associated
magnification). Finally, we consider a linear interpolation of the
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Figure 5: Estimation of the trajectory of the drone. A subset
of the available sensors (bolded red cicles) receive signals
from the drone (green trajectory), and collaboratively esti-
mate its trajectory (blue dots). The trajectory (solid blue line)
is estimated as a linear interpolation of the blue dots.

estimated positions of the drone (solid blue line in the magnification
of Figure 5) as the final estimated trajectory associated with the
drone.
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Figure 6: Inverse cumulative distribution function of the dis-
tance between the drone position at 𝑡 = 0 (take-off time) and
the closest clique of 5 GPS positions in the rural scenario
(ground truth), i.e., 𝑃 (𝑑5 (0) > 𝑥). The distance between the
take-off point and the closest clique is (on-average) much
larger for the rural scenario respect to the urban one.

6 DETECTION OF DRONES
In this section, we introduce some metrics that will lay the founda-
tion for the subsequent analysis.

Definition 2. We define𝑑[ (𝑡) as the distance between the position
of D at time 𝑡 and the centroid of the closest [ GPS coordinates
collected during the Offline Phase. In the following, we consider the
vehicles (taxis) moving on the roads as our ground truth. ■

We consider a random deployment of a drone in both rural and
urban scenarios (recall Figure 3 and Figure 4, respectively) and we
compute the associated 𝑑5 (𝑡 = 0), i.e., the distance between the
drone (at the take-off time, 𝑡 = 0) and the centroid of the closest
[ = 5 GPS coordinates collected from the vehicles (more details
on this choice will be provided later on in this section). Figure 6
shows the inverse cumulative distribution function associated with
𝑑5 (𝑡 = 0), i.e., the probability that the drone position is at the
distance 𝑑5 (𝑡 = 0) greater than a considered 𝑥 reference distance,
i.e., 𝑑5 (0) > 𝑥 . Our investigation highlights how the two scenarios
are very different each from the other. Indeed, in the urban scenario
(solid red line), it holds that 𝑃 (𝑑5 (0) > 0.6𝑚) ≈ 0.9, meaning that
when a drone starts its flight (𝑡 = 0) from a random position, its
distance is likely (with 𝑃 > 0.9) to be larger than 0.6meters from the
closest clique ([ = 5) of GPS coordinates (ground truth). Conversely,
when we consider the rural scenario (solid blue line), the distance
between the drone and the closest clique goes up to approximately
80meters 𝑃 (𝑑5 (0) > 80𝑚) ≈ 0.9. Indeed, as intuition would suggest,
rural scenarios are characterized by reduced density of roads; thus,
the distance between the drone and the closest GPS coordinates
associated with moving vehicles (ground truth) is much larger.
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Figure 7: Cumulative distribution function associated with
the distance (𝑑5 (𝑡)) between a vehicle (taxi) and the closest
clique of 5 GPS coordinates: the distance is much smaller in
the urban environment given the higher density of roads.

We would like to highlight that the clique size [ = 5 has been
empirically chosen as a trade-off: big [ might involve distant co-
ordinates in rural areas where the density is low, while small [
(like either 1 or 2) might be affected by outliers, i.e., spurious GPS
measurements. Our analysis showed that the selection of [ = 5
guarantees an acceptable trade-off between coordinates density
and spurious locations.

In the following, we consider the two cases of a vehicle and a
drone moving in both the considered scenarios (rural and urban).
We start our analysis by considering a vehicle (taxi) driving a ran-
dom path taken from the dataset. To provide a fair evaluation, the
GPS coordinates constituting the selected path have been removed
when considering the selection of the closest clique. Figure 7 shows
the cumulative distribution function associated with the distance
to the closest clique of [ = 5 coordinates, assuming a taxi is driving
a random path constituted by a set of random coordinates taken
from the dataset. The distance to the closest clique is small for both
the urban and the rural scenarios, i.e., 𝑃 (𝑑5 (𝑡) < 0.75) ≈ 0.9 and
𝑃 (𝑑5 (𝑡) < 50) ≈ 0.9, respectively. As expected, taxi trajectories
are very similar to each other, and therefore, a taxi (or any other
vehicle) driving a random path can always find a close match to
an already trajectory in the database (ground-truth). Moreover, we
observe that 𝑑5 (𝑡) is much smaller in the urban scenario with re-
spect to the rural one: this confirms our previous result, i.e., higher
densities of GPS coordinates (like in an urban scenario) better fit
new trajectories that follow the same path.

We now consider a random drone trajectory, and for each es-
timated location of the drone, we compute the distance to the
closest clique of GPS coordinates ([ = 5). Figure 8 shows the cu-
mulative distribution function associated with the distance 𝑑5 (𝑡)
to the closest clique of [ = 5 GPS coordinates. The results con-
firm that the urban scenario is characterized by a significantly
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Figure 8: Cumulative distribution function associated with
the distance (𝑑5 (𝑡)) between the drone (D (mt)) and the clos-
est clique of 5GPS coordinates: the distance is much smaller
in the urban environment given the higher density of roads.

smaller distance 𝑃 (𝑑5 (𝑡) < 100) ≈ 0.9 compared to the rural one
𝑃 (𝑑5 (𝑡) < 1000) ≈ 0.9.

Moreover, the comparison of Figure 7 with Figure 8 confirms
our main intuition, i.e., a random drone trajectory features (on
average) larger distances compared to a vehicle driving a random
path matching the GPS coordinates of other vehicles (ground truth).

Finally, Figure 9 shows the Receiver Operating Characteristics
(ROC) curve associated with the performance of our detection
solution. Figure 9 shows the true positive rate as a function of the
false positive rate by varying the decision threshold for both the
urban and rural scenarios. The ROC curve has been computed by
considering different thresholds and comparing the distances 𝑑5 (𝑡)
with the considered thresholds. We start our considerations by
highlighting a typical parameter associated with the ROC analysis,
i.e., the Area Under the Curve (AUC). The closer AUC is to 1, the
better are the performance of the classification algorithm. AUC
sums up to about 0.88 and 0.97 for the urban and rural scenarios,
respectively. This confirms the fact that our solution performs better
in the rural scenario due to less density of the GPS coordinates, thus
allowing a more effective detection of the anomalies. The red and
blue circles represent the optimal operating points for the urban and
rural scenarios, respectively. In particular, the optimal operating
point in the rural environment is 𝐹𝑃 ≈ 0.1 and 𝑇𝑃 ≈ 0.92, while
for the urban environment is 𝐹𝑃 ≈ 0.17 and 𝑇𝑃 ≈ 0.85. The above
configuration is achieved by adopting 𝑑5 (𝑡) ≈ 51.3 for the rural
scenario and 𝑑5 (𝑡) ≈ 1.5 meters for the urban scenario.

The (balanced) accuracy of our detection solution can be com-
puted as 1+𝑇𝑃−𝐹𝑃

2 summing up to 0.84 and 0.91 for the urban and
the rural scenario, respectively.

7 FEATURES AND LIMITATIONS
We hereby summarize the most important features and limitations
of our solution for context-aware drone detection.
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Figure 9: Receiver Operating Characteristics (ROC) curve as-
sociatedwith the detection performance of our solution. Cir-
cles represent the optimal operating points.

Speed. Our approach is independent of the time dimension, i.e.,
the speed of the drone. A naïve solution might infer the presence
of a drone by considering when the speed exceeds a predefined
threshold, thus being inconsistent with the context. However, in
our scenario, we assume that the drone flies at a speed that is com-
parable to the one of the vehicles in the No-Fly Zone. We observe
that such behaviour is consistent with a drone that does not want
to be detected, thus deploying all the possible countermeasures.

Flight altitude. Our approach is also independent of the flight
altitude. Similarly to the discussion we just had with respect to the
speed of the flight, a naïve solution might infer the presence of a
drone by considering when the estimated height of the transmitting
source exceeds a predefined threshold, thus being inconsistent
with the context. On the one hand, we highlight that, as already
acknowledged by several works in the literature, identifying the
height of a moving emitter using a sensor network deployed on
the ground is particularly challenging, as the deployment is often
unbalanced with respect to the height dimension. Thus, obtaining
(or verifying) the height of a transmitting source might be hard. On
the other hand, being independent of the altitude, our approach is
robust also when the drone moves at a height that is comparable to
one of the vehicles in the context, on purpose to avoid detection.
Thus, moving at the ground instead of flying high would be an
ineffective countermeasure for the drone.

Road-following flight. An interesting countermeasure to be
deployed by the drone to avoid detection might be to reach the
target by following the roads, thus becoming undetectable to our
technique. This approach might expose much more the drone to vi-
sual detection, while it makes the number of possible trajectories to
reach the target only a few, thus allowing fine-grained surveillance
of the area around the target that might prevent the drone to get
close to its target. In this sense, the utility and effectiveness of our
solution are maximized when coupled with additional detection
systems, such as the ones described in Section 8.



Radio silence. If the drone implements radio silence (no com-
munications), it becomes undetectable to our solution. Radio silence
involves a completely autonomous drone (self-navigation) that fol-
lows a pre-loaded path. We acknowledge that this configuration is
not taken into account by our solution; nevertheless, the vast ma-
jority of configurations involves either a user controlling the drone
with a remote controller or a drone (even autonomous) streaming
the video of its path to a remote user. In both the previous cases,
the wireless messages generated by the drone can be used to detect
its presence with our solution.

Compatibilitywith latest FAA regulations.Our solution can
still be adopted even when the adversary deploys a drone compliant
with the latest RemoteID regulations promulgated by the US-based
Federal Avionics Administration (FAA). In brief, the RemoteID rule
forces all UAVs operators to transmit periodic broadcast messages
reporting their identity and location, among the others. Such a
rule just became effective in April 2021, and UAV operators have
time to comply with it until September 2022 [13]. When a drone
compliant with the RemoteID rule flies over the NFZ, its location
can be estimated by the sensor network, and it can be immediately
used for comparison with the ground truth. Moreover, if the drone
broadcasts its GPS position, a reduced number of sensors might be
deployed (the sensing infrastructure might even become useless),
while our solution can just perform the detection task. Note that, to
be compliant with the previous regulations, we assume the positions
broadcast by the drone as genuine and not being spoofed [21, 22,
24]—this one being a strict requirement of our solution. However,
note that CADD can be immediately used also to cross-check the
location emitted by the drones in the RemoteID messages, to verify
its consistency and to immediately identify potentially malicious
drones, cheating with location reports. We plan to investigate this
scenario as part of our future works.

8 RELATEDWORK
Many contributions in the last years focused on amateur drones
detection.

One of the most popular methods to detect drones is via sound
analysis. In this context, the authors in [4] adopted Machine Learn-
ing (ML) techniques to classify various environmental sounds, such
as airplanes, birds, and thunderstorms, and to compare the sound of
amateur drones with the previously-mentioned natural ones. Simi-
lar findings were achieved also by the authors in [1], which used
Deep Learning (DL) algorithms for the same scope. Audio traces
have also been used in conjunction with cameras, such as in [15],
to jointly process information from multiple sensing sources. In the
systems described above, the specialized cameras and microphones
arrays required to build up the detection system require a signifi-
cant budget, and they are also characterized by limited detection
ranges.

Radar systems are another technology that is used to achieve
drones recognition. For instance, the authors in [31] proposed a
K-band radar system based on fibre optic links, characterized by
high sensitivity, linearity, and flatness to detect low-radar cross-
section targets and measure their range and velocity. The system
can detect small UAVs at a maximum distance of 500 meters, but
requires the deployment of dedicated equipment. Similar issues

can be found also in the work by the authors in [34], which were
able to detect drones looking at the micro-Doppler signature in
ground-based surveillance radar. However, radar techniques have
issues especially in urban scenarios, where lots of possible targets
might create noise and interference.

Other approaches worked on the physical layer, and specifically,
on the RF signals emitted by amateur drones. This is the case of
the contribution by the authors in [20], that identified physical
features of the amateur drones in the emitted RF signals, such as
body vibration and body shifting, being able also to discriminate
them from other Wi-Fi emitting sources. However, methods like
this latter one require Software-Defined Radios (SDRs) specifically
deployed for the purpose. In the same context, the authors in [7] de-
veloped statistical models based on physical-layer measures, such
as the RSS, to detect the presence of amateur drones. However,
the performances of this latter approach decrease at distance from
the target, while being also affected by low tolerance to Non-Line-
of-Sight (NLoS). Other contributions, such as [8], worked on the
packets emitted by amateur drones, looking at their statistical dis-
tribution. They conducted experimental analyses in several real-life
use-cases, demonstrating the capability to discriminate the presence
of the drone, as well as to identify the presence of video-streaming
traffic.

Another approach is based on encrypted traffic analysis and
classification, used by the authors in [28] and [29], to name a few.
The authors distinguished drones’ fingerprints by looking at the
packets interarrival times and size, and they were able to discrimi-
nate also their movement patterns. Similar techniques were used
by the authors in [32] to identify the pilot of the drone, by look-
ing at the statistical distribution of the commands issued to the
drone by the pilot. Such solutions, however, might suffer from eva-
sion attacks and heavily depends on the reliability of the wireless
communication links.

Other contributions focused on privacy issues and invasions
caused by drones. For instance, the authors in [19] built up amethod
to identify if a specific point of interest is video-streamed by a drone,
by detecting a watermark in the video streaming caused by the
periodic physical stimulus on a target/victim.

Compared to the above-discussed approaches, our solution emerges
as a lightweight, low-cost, and easy-to-deploy approach. Our so-
lution can also mitigate interference and overcome limited range
issues typical of the competing solutions, and it exploits the con-
text where the NFZ is located to force the drones to follow roads
and pedestrian paths, to enable easier detection, e.g., via visual
surveillance.

9 CONCLUSION
In this paper, we proposed CADD, a novel solution for context-
aware drone detection. CADD leverages two components: (i) a
network of wireless sensors distributed in the No-Fly Zone to esti-
mate their distance to the drone from the received signal strength
associated with each radio message received from the drone, and
(ii) a central server, where the data (estimated distances between
each sensor and the drone) is processed to estimate the position of
the drone and track its trajectory.



CADD features several properties: (i) it only relies on passive
wireless eavesdropping; (ii) it is independent from both the speed
and the height of the drone; and (iii) it can be coupled with al-
ready existing regulations and solutions for drone detection, such
as RemoteID, enhancing further their effectiveness.

Our results, obtained via simulations performed over a real
dataset, shows that CADD can infer on the presence of a drone both
in an urban (crowded) and rural (less densely populated) scenario,
with a True Positive Rate of 0.92 and 0.85, respectively, and a False
Positive Rate of 0.1 and 0.17, respectively.

Our future work include: (i) the extension of the performance
evaluation of CADD in additional scenarios, characterized by spe-
cific geographical and propagation features, (ii) additional investi-
gations on the possibility to extend CADD with algorithms based
on ML and DL, to improve drone detection in the wild, and finally,
(iii) the adoption of CADD for the verification of the consistency
of RemoteID location reports emitted by drones.
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